

INFA 640 Home work #3 
Choose the best answer (one) and give reason in a few sentences for your choice or not choosing others. Please give a reference. You only need to list the page number if you are giving reference from the text book e.g. TB p. nn.  To get full credit the reason should be in your own words, not a copy from the textbook or any other reference. Without reason in your own words you will not get full credit. The questions 1 thru 8weigh 4 pts each. The eighth Question 9,10,11carries 6 pts. Each. Please name your file as [lastname firstname INFA640_ HW3], use APA format include self-certification Due last day of the session Sunday 7/17 11:59 PM	
0. [bookmark: _GoBack]The primary difference between today’s cryptographic methods and those of 60 years ago is our ________________.
use of substitution ciphers
use of symmetric keys
reliance on computers and complex mathematics 
reliance on transposition ciphers
Reason
Symmetrical ciphers work on __________ of information.
blocks or continuous streams
bits or bytes
packets
sectors or rounds
Reason
A drawback of a symmetrical key system is that the___________.
number of keys can grow very large
keys can be discovered easily
keys are non-changing
keys are public
Reason  
Block ciphers are weaker than stream ciphers. True/False.  
Justification
Because the key space of the algorithm is so small, ________ is no longer considered computationally secure.
DES
RSA
TEA
Diffie-Hellman
Reason
Asymmetrical encryption is commonly used for all of the following EXCEPT ____.
e-mail encryption
digital signatures
on-line purchases
code signing
Reason
What is the most important benefit of asymmetrical encryption?
It speeds up the encryption process.
It makes e-mail easier to encode.
Only the sender knows to whom the information is going.
Messages can be transmitted openly and only the receiver can decrypt the information
Reason
What permits interoperability between certificate authorities?
content filtering
policy mapping
trust distribution
exchange authentication
Reason
Justify your answer. [50-100 words, references optional] [6 points]
It is necessary to keep cryptographic algorithms private. True or False 
10	Describe VPN , include but not limited to technology , protocols etc. (150-200 words) [6 points]

Q11 What are the conflicting requirements for e-commerce and e-government websites? (150-200 words)[6 points] 




